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Internet Gambling and Secondary Liability:
Understanding the Contours of Criminal Liability

By Joseph V. DeMarco

Since the late 1990s, few areas of e-commerce have
grown as exponentially as Internet gambling. Itis a
multi-billion dollar a year industry.! Yet, despite wildfire
growth, Internet gambiing, and, in particular, Internet
sports betting, remains illegal under U. S. law. Among
the several federal laws that regulate gambling,? a stat-
ute known as the Wire Wager Act makes it a felony for
a bookmaker to take bets on-line, or to even transmit
betting-related information across state or international
boundaries.? Federal law also prohibits aiding and abet-
ting violations of the Wire Wager Act, as well as conspira-
cies to violate the Act.4 Notwithstanding these prohibi-
tions, however, Internet bookmakers taking advantage
of the borderless nature of the Internet and the fact that
gambling is lawful in certain countries are flourishing in
offshore locations such as Antigua, Belize, Costa Rica, the
Isle of Man, and the Channel Islands.

Due to the difficulty of arresting site operators
located overseas, neither the criminal prosecutions that
have been brought nor the recent federal legislation add-
ing prohibitions to Internet gambling® have slowed the
proliferation of websites devoted to wagering. As a result,
enforcement officials have increasingly been pursuing
actions against persons and entities which, although not
directly involved in the operation of such websites, are
necessary to facilitate the operations of these websites,
As deseribed more fully below, these “secondary actors”
have included radio stations, advertising companies,
payment processors, and even “blue chip” financial
institutions.

In order to understand why and how this has oc-
curred, it is necessary to understand the Wire Wager Act;
certain legal precedents established by the prosecution
of Jay Cohen in the World Sports Exchange case;® and
distinctive aspects of how Internet gambling websites
function.

The Wire Wager Act and the Cohen Prosecution

Known colloquially as the “Wire Wager Act,” Title 18,
United States Code, Section 1084(a) provides that:

Whoever being engaged in the business
of betting or wagering knowingly uses a
wire communication facility for the trans-
mission in interstate or foreign commerce
of bets or wagers, or information assist-
ing in the placement of bets or wagers

on any sporting event or contest, or for
the transmission of a wire communica-

tion which entitles the recipient to receive
money or credit as a result of bets or
wagers, or for information assisting in the
placing of bets or wagers, shall be fined
under this title or imprisoned not more
than two years or both.”

In order to establish a violation of Section 1084(a), the
government must prove four elements:

First, that the defendant was engaged in the business
of betting or wagering—in other words, that unlike a
casual bettor, he or she derived all or much of his income
from the business of gambling. Thus, the statute typically
has been enforced against bookmakers and those work-
ing for them in connection with taking bets or wagers on
sporting events or contests.

Second, that the defendant transmitted, in interstate or
foreign commerce, any one of the following types of mate-
rial: (a) bets or wagers; (b) information assisting in the
placement of bets or wagers; or {(c) a communication that
entitled the recipient to receive money or credit as a result
of the bet or wager.

Third, that the defendant used a “wire communication
facility” (which encompasses telephone as well as Internet
communications)® to transmit these materials.

Fourth, that the defendant acted “knowingly.” No-
table for present purposes, U.5. v. Cohen confirmed the
prevailing view that the government need ot prove
that the defendant knew that he or she was violating the
law.® Rather, all that must be shown is that the defendant
knowingly (and not by accident or mistake) used a wire
communications facility to engage in any one of the three
transmissions described above.1®

As far as-accomplice liability is concerned, Title 18,
United States Code, Section 2—the federal aiding and
abetting statue—provides that:

Whoever commits an offense against

the United States or aids, abets, coun-
sels, commands, induces, or procures its
commission, is punishable as a principal
[and] [w]hoever willfully causes an act

to be done which if directly performed

by him or another would be an offense
against the United States, is punishable as
a principal.”!

Although Jay Cohen, the defendant on trial in the
World Sports Exchange case, was by his own admission
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personally and directly involved in the operation of

the Internet gambling website (he founded the website
and was its president and CEQ), the case also involved
secondary actors—persons who had assisted Cohen in
his efforts. These included advertising and public rela-
tions persormel whom Cohen retained to popularize and
promote his website.!? Although none of these individu-
als was directly involved in the operations of the website,
several were clearly aware of the gambling-related nature
and, as such, it the definition of “aiders and abettors.”
The government called these witnesses to trial as part of
its case-in-chief to describe their interactions with Cohen,
recount to the jury statements made by Cohen about his
operations, and describe the work they performed on his
behalf. None of these individuals were prosecuted for
assisting Cohen. Rather, shortly prior to trial, the govern-
ment entered into non-prosecution agreements with these
secondary actors.!3 :

Cohen was convicted at trial, and was sentenced to a
term of imprisonment of 21 months. His conviction was
upheld by the Second Circuit, which confirmed that the
government need not establish that a defendant know
that he or she was breaking the law in order to be found
guilty under the statute.!

Operating a Gambling Website

The government’s vigorous post-Cohen recent en-
forcement efforts directed against secondary actors,
however, are not explained merely by the low level of
mental culpability for criminatl liability to attach. Rather,
it is the existence and proliferation of these secondary
actors—whose activities are essential to the running of
a successful gambling website and who operate in the
open and are therefore “easy” to investigate—that makes
enforcement operations against them possible and, from
a prosecutor’s point of view, even attractive. For unlike
traditional “brick-and-mortar” illegal gambling opera-
tions, which can be run from places as simple as the
local street corner (and whose operators may need no
more resources than a deck of cards and a notebook to
record debits and credits), a successful Internet gambling
website must employ the same resources as any sophisti-
cated e-commerce website in order to compete with rivals
and generate revenue. Such secondary support entities
include, for example: software developers; electronic
funds transfer agents; web hosting companies; website
designers; Internet Service Providers; advertising agen-
cies; and search optimization consultants, to name a few.
Indeed, unlike the goal of many non-regulated forms of
gambling (avoiding detection), the goal of an Internet
gambling website is to generate as much attention (in the
form of Internet “traffic”) as possible. Many are wildly
successful.!> Thus, gambling websites have advertised in
newspapers, on radio, and in magazines; have conducted
direct mail marketing campaigns; and have engaged in
electronic mass marketing, both lawful and unlawful

(i.e., “Spam”). Moreover, as they have become ever more
successful and have reached levels of economic scale and
organizational complexity commensurate with the most
popular web-based businesses, they have experienced the
same operational needs as successful lawful e-commerce
sites. With this growth, they have turned to the same ven-
dors and providers that other e-commerce sites have used
to support their operations—vendors which often are
located in the United States and therefore can be brought
into a courtroom in the United States.

This then is the enforcement landscape faced by a
prosecutor: one in which primary actors are often be-
yond the reach of law enforcement, yet large numbers of
secondary actors are within the prosecutor’s grasp. Given
that some of these secondary actors perform important
services for the gambling websites and are often corpora-
tions that have much to lose by virtue of a prosecution
(or even an investigation), measured against the low level
of culpability that must be proven for liability to attach
under principles of aiding and abetting or conspiracy,
secondary actors are appealing targets for enforcement
actions.

Recent Enforcement Actions

In recent years, the federal government has investi-
gated and prosecuted numerous secondary actors whose
activities supported those of the primary website own-
ers and operators. For example, in September 2004, the
United States Attorney’s Office for the Eastern District of
Missouri settled forfeiture allegations totaling $158,000
against three radio stations that knowingly received
money from operators of Internet gambling websites to
advertise those sites on local radio stations.*® As the U.S.
Attorney stated in announcing the settlement: “Offshore
sportsbooks and on-line casino gambling operations
which do business in the United States generally do so
in violation of federal criminal laws Jand] we will con-
tinue to investigate and pursue such activity, as well as the
promoters, aiders and abettors of such activity.”17 In the same
vein, in January 2006, the federal government settled
criminal charges against the owners of an advertising
and media company that performed advertising services
for gambling websites.!® That company, Vulcan Sports
Media, Inc., was fined $7.2 million.!® Moreover, in 2006,
federal agents arrested Stephen Eric Lawrence and John
David Lefebvre, the founders of Neteller PLC, an on-line
payment services company (a so-called “e-wallet”) for
violating the Wire Wager Act.2? Both later pled guilty, and
their company entered into a deferred prosecution agree-
ment with the government under which they avoided
prosecution by, among other things, agreeing to forfeit
$136 million to the government, ceasing gambling-related
transactions with persons in the United States, and
imposing controls to avoid violating U.S. anti-gambling
laws.2! Almost all of Neteller’s revenue (about 95 percent)
was derived from facilitating payments to Internet gam-
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bling websites.?? In contrast, in March 2007, the federal
government entered into a non-prosecution agreement
with Electronic Clearing House, Inc. (“ECH”), a company
involved in assisting the operations of e-wallets such as
Neteller.?® According to the government, ECH cooper-
ated fully in the governmenl’s investigation; froze $21
million of funds belonging to e-wallets, at the request of
the government; and disgorged $2.3 million in profits
that it had derived from assisting e-wallets.2* Beyond
these public enforcement actions against secondary ac-
tors, press reports indicate that various investment banks
involved in the funding of gambling-related websites
have received subpoenas from prosecutors investigating
their roles in raising funds for gambling websites.?

Future Prosecutions?

Although actions to date give some indication as to
the focus of the government’s regulatory concerns, it is
unclear what entities will be the subject of future enforce-
ment actions. Would, for example, a software company
that creates software used by sportsbooks be subject to
enforcement action? Does it matter if it produced gam-
bling-related software, or any software that is used by
or useful to an Internet gambling website? What about
software designed for permissible gaming activities such
as fantasy football leagues, but which could be easily
customized to facilitate illegal sports betting? What about
the companies that market or distribute such software
with knowledge of these facts? What about website de-
signers, network engineers, search optimization consul-
tants and other technical professionals who knowingly
provide services to Internet gambling websites? What
about accountants and lawyers? What about U.S.-based
temporary agencies that employ contract-based tele-
phone operators located outside the United States to
answer “Help Desk” questions for website gamblers?
What about operators of social networking sites based
in the United States or U.S.-based Massive Multiplayer
Role Playing Games where Internet gambling exists in
virtual worlds but where money can (and does) change
hands through out-of-network money exchange systems?
Strict application of aiding and abetting principles would
suggest that all of these persons and businesses could be
criminally liable as accomplices, assuming that they had
knowledge of the underlying facts about the nature of
the gambling websites. Lacking any clear guidance from
Congress or law enforcement officials, such persons and
businesses operate in a “gray zone” in which a prosecu-
tor could conceivably determine that aiding or abetting
liability may very well be appropriate.?

In the face of such uncertainty, experience suggests
that, although not legally dispositive, the following are
some of the factors that a prosecutor might take into ac-
count in exercising his or her prosecutorial discretion in
favor or against prosecution:

* Nature of the subject: Is the person or business en
gaged in activities whose stated mission is to assis
Internet gambling companies? For example, con-
trast the posture of a consulting company whose
main purpose is to advise the operators of Internet
gambling websites on how to maximize revenue
with that of an electric utility whose services-—-
though clearly vital to the operation of a gambling
website—are offered indiscriminately to everyone
in a geographic area.

Nature of the work performed: Is the person or
business performing work that is critical to the cor
functioning of the Internet gambling operation, or
merely incidental to that functioning? For example
is the business performing money transmission (o1
some equally important service) without which th
gambling website could not function, or somethin;
more incidental to the website’s operation, for
example, such as supplying photocopiers or basic
office equipment and furniture?

¢ Client base and revenue stream: Does the person
or business have a large number of diverse clients
only a few of whom are in the Internet gambling
space, or does it have a small number of clients all
of whom run gambling websites? Does it derive a
significant percentage of its revenue from Internet
gambling clients or a small or, even better, trivial
amount of revenue?

* Knowledge of illegality: Did the person or busi-
ness manager know or have any belief of wrongde
ing? Although not an element that the prosecutor
must prove, one who convinces a prosecutor that
he or she truly had no idea of being involved in
anything illegal, let alone criminal, theoretically
faces a lower likelihood of being charged with a
crime.¥

* Response to regulators: When the subject became
aware of the regulators’ interest in its conduct, whi
was its response? Did it cooperate with law enforce
ment officials and remediate the complained-of
conduct, or did it persist in conduct which it knew
was of dubious legality?

* Atmospheric factors: Does the person or company
have any prior criminal history? Is it the subject of
any other related (or unrelated) investigations or
enforcement actions? If a business, is it a model of
corporate behavior? If an individual, how “sympa-
thetic” is the person?

While determining the likelihood of prosecution in
any area of crime is no easy task, making such prediction
for secondary actors in the area of Internet gambling is
made even more difficult by the extraordinary success of
gambling sites, the consequent proliferation of secondary
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actors that provide essential services to the sides, and the
relatively low standard of proof for a successful pros-
ecution, In the end, assessing the likelihood of criminal
exposure requires counsel to engage in a highly fact-
specific and fact-intensive analysis of these and other
factors through the prism of legislation and regulation
governing this rapidly evolving area of the law.
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